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About iTop

This document describes release 0.8 of iTop. iTop isarobust Open Source web 2.0
application that will help you to better support your IT. Development of iTop started in March
2006 in order to publish on the internet a completely open solution that would help enterprise
to drive ITIL best practices implementation. Goal of the iTop community was to provide an
alternative solution to very expensive solutions sold by standard software vendors.

At the early beginning of the project, the development team was focus on building the most
complete CMDB (Configuration Management Data Base). One key objective was to make it
asflexible as possible in order to allow administrator to add and remove configuration items
from the data model and manage as many relationships as they want. The development team
also designed a powerful state machine that allows defining life cycle for whatever
configuration itemsin the CMDB.

Realizing that all concepts devel oped within the CM DB can be applied to all other ITIL best
practices, the iTop community decided to extend them to Incident Management, Change
Management and Service Management modules. Then iTop became an IT operational portal
that helps all IT management team to support their environment by:

Documenting IT infrastructures and their relationships (servers, application, network
o)

ocumenting all users service calls.
Documenting IT incident and planned outages, as well as a known error database.
Documenting al IT services and contracts with external providers.

iTop application can be used by different type of profiles:

Help Desk

IT support engineers (1% level, 2" level, 3¢ level ...)
IT service managers

IT managers

iTop application isrelying on Apache, MySQL and PHP, so it can run on whatever operating
system supporting those applications. It had been tested already on Windows, Linux Debian
and Redhat. Asit is aweb based application you don’'t need to install client on user PC. A
simple web browser is enough to useit.

Licensing

iTop islicensed under the terms of the GNU General Public License Version 3 as published by the



Free Software Foundation. This gives you legal permission to copy, distribute and/or modify iTop
under certain conditions. Read the’license.txt’ filein the iTop distribution.

iTopisprovided AS ISwith NO WARRANTY OF ANY KIND, INCLUDING THE WARRANTY
OF DESIGN, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE.

Changes since 0.7.2

Goal of this release was to make the application more robust and more professiona. To
achieve these goals we developed new features that are mandatory for such application and
we fixed alarge number of bugs. Just remember that some of the improvement depends on the
new data model provided with release 0.8. So if you keep former one, you may have some
bugs not fixed. We also underline the fact that the new data model is not compatible with the
one you currently have. So we recommend you to check “Migration” chapter in Administrator
guide to use the best practice to migrate.

New features

We improve alot the management of user. Now, the application allows you to create, update
or delete users. In this process, administrator can assign one or several profilesto agiven user.
Thisfeature is fundamental to define roles and responsibilities within your company.

With release 0.8 mandatory fields for a given object are now controlled, so the users are
forced to update those fields before committing there changes. Mandatory fields are
controlled in the data model either when defining the attribute, or in the state machine when
we move from one state to another.

We improve also the way we manage N/N relationshipsin the Ul. Now users can add, update
or remove relationships via an easy to use wizard that help them to search objects they would
liketo link together. This feature decreases significantly time to create relationships between
objects and so improve productivity.

In order to make iTop useful without any customization, we improve the data model. We
change object lifecycles to make them more reliable, and we add new type of object:

e Subnet, for which we compute automatically 1P used and IP free.

e Service calls helping your company to track all end user requests.

e Servicesthat allow you to document all services an organization is providing.

We also improve significantly change tracking for each object in order to make it easier to
read in Ul when users check what had been modified for a given item.

Deletion of devices had been improved, in order to guarantee consistency of the database.
Now, when a user wants to delete an object, the application is checking relationships with
other objects. This object won't be removed if it islinked to another object viaa 1/n
relationship. For instance the application won't delete a server if there is network interfaces or
applications still documented for it.

Last but not least, we improve i Top architecture to improve performance of queriesin the
MySql database, and so display more quickly datain Ul.



Bug fixed

All our bugs are track on sourceforge: http://sourceforge.net/apps/trac/itop/report/1. This
current releaseis fixing 11 critical bugs:

#4 PHP class name vs class |abel
#25 Loosing impacted infrastructure in tickets

#26 Organization silo not working for Incident/Change and Services

#28 Import CSV failing

#30 Run queries exampleisfailing

#32 Strange error when executing some action.

#33 OOL: Failing to interpret a JOIN

#36 Setup failsif "short open tag" is not enabled

#37 deprecated function 'session is registered' in PHP 5.3.0

#38 Content of Tabs not displayed on Reload

#39 Setup does not work when installed on IIS

Current limitation

Release 0.8 is not supporting:

Creation of new user profile.

Delete al functionality for alist of object

Cloning an existing device. Thisfeature had been de-activated for the moment as it
was not working properly.

Update al for n/n relationships

A lifecycleis not defined for all CI, only for servers, service calls, incident tickets,
change tickets, services, and contracts.

iTop common usage

Starting iTop
TouseiTop, you just need a simple web browser and enter the following URL:
http://yourserver or http://yourserver/<itop alias> if you have created a particular

apache alias for the application.

User is prompt to enter hislogin and password.


http://sourceforge.net/apps/trac/itop/report/1
http://sourceforge.net/apps/trac/itop/ticket/4
http://sourceforge.net/apps/trac/itop/ticket/4
http://sourceforge.net/apps/trac/itop/ticket/25
http://sourceforge.net/apps/trac/itop/ticket/25
http://sourceforge.net/apps/trac/itop/ticket/26
http://sourceforge.net/apps/trac/itop/ticket/26
http://sourceforge.net/apps/trac/itop/ticket/28
http://sourceforge.net/apps/trac/itop/ticket/28
http://sourceforge.net/apps/trac/itop/ticket/30
http://sourceforge.net/apps/trac/itop/ticket/30
http://sourceforge.net/apps/trac/itop/ticket/32
http://sourceforge.net/apps/trac/itop/ticket/32
http://sourceforge.net/apps/trac/itop/ticket/33
http://sourceforge.net/apps/trac/itop/ticket/33
http://sourceforge.net/apps/trac/itop/ticket/36
http://sourceforge.net/apps/trac/itop/ticket/36
http://sourceforge.net/apps/trac/itop/ticket/37
http://sourceforge.net/apps/trac/itop/ticket/37
http://sourceforge.net/apps/trac/itop/ticket/38
http://sourceforge.net/apps/trac/itop/ticket/38
http://sourceforge.net/apps/trac/itop/ticket/39
http://sourceforge.net/apps/trac/itop/ticket/39
http://yourserver/
http://yourserver/<itop

Welcome to <T(3;}:

Please identify yourself before continuing.

EnteriTop

Terminé

Figure 6

Depending on its profile, the user has more or right to use the application, but this topic will
be discussed later in “User Management” chapter.
Once authenticated, the user accesses the main iTop page.

-
lTop Logged in as 'admin’ (Administrator) + Your search

Welcome to iTop

Version 0.8

My Incident tickets

Figure 7

This main page is divided in three parts:

e Left menu (also caled explorer menu) to access item from each module (CMDB,
Incidents, Changes, Services and contracts)

e Main frame on the right displays list of items from selected module, or detailsfor a
given item.



e Top frameto use globa search function, and display login information

Using Explorer menu

Filtering on a given organization

This explorer alows you to navigate across al iTop modules. The “drop down” list at the top
defines the organization you would like to work with. An organization isaway to group all
iTop itemsinto silos. When you have selected a given organization, you will see only items
belonging to thisoneif you are allowed to see them.

iTop

g Pick an organization
Cracla ;

Figure 8

Accessing dashboards
The green menu items define each module of iTop application:

CMDB

Incident Management
Change Management

Service Management

All sub menus are related to one of the corresponding module.

When you click on green menu items, you access a dashboard corresponding to this module.
Those dashboards provide an overview of the health of your IT using either pie, bar charts or
tables. It is displayed in the Main Frame.
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Figure9

Accessing list of items

When you click on grey menu item within a given module, you get in Main Frame alist of
items corresponding to a predefine query in iTop data model. For instance when clicking on
“All server” you get alist of server belonging to selected organization.

i
Search _
All Servers
203 object(z) m
Name Status Severity Orga tan Location Brand Model Faerr?'dv Wi efgon

@ domino.comboda.com In Production high —+ Demo —+Paris 1BM E::’rz—ssm ALY 4.1
B servernz E;”ndg'ésg' high —+ Dema —+Paris IBM ATX 41
I3 carverna E;‘;d;ggg: high —+ Dema —+Paris IEM AIX 41
I8 serveros EL'TE;E;?: Fgh  —+Deme —Paris M ATX 41
I serveros E;‘ﬂggg: high - Dema —Paris  IEM ADX 41
B serveros E;ﬁ'ég?: mediam  —» Demo —+Paris . [BM ALX 41
B servern7 E:;dd'fggg high —+ Dema ~+Paris IBM AIX 41
I serverns E;Tﬂd;ég?: high —+ Dema —+Paris IBM ATX 41
I serveros E;‘ﬂggg: high - Dema —Paris  IEM ADX 41
B serverin E;':I'jd;:gg?: kigh — Dema —+Paris IBM ATX 41

E rrrrrrr klalat prOdUCtiGn i — Diamm — Cramakla LD HoJa 11 73 Iﬂl

Figure 10



We will describe later description of the sub menus for each module.

Navigating within iTop

Y ou can navigate easily from one object to another by simply clickingonfieldsled by — .
Asthe application is completely web based, you can right click on you mouse to open this
web link into a new window or tab depending on your web browser.

Thisfunctionality isreally useful iniTop asit allows you to follow relationships between
objects

Action on list of items
The button on the top right corner of alist of items allows you to use predefine
actions applicable for thislist.

| eMail

CSV Export

New...

Figure 11

“eMail” alows you to send amail including adirect web link to theiTop you are currently
viewing. Thisfeatureisrealy useful for sharing information with others.

B Objects of class ‘bizServer’, 1 - Message (Plain Text)

i Fle Edt WView Insert Formst Tools Actions  Help

Giisend | fd | b a2 ) 8 8 | Y | ) Ootions,.. | @) | FOF Converter & g A ClaAe s u | ====1====

[l

Subject:

Figure 12

“CSV export” alows you to export list of items you are currently viewing into acsv filein
order to use it in Excel for instance.



#SELECT bizServer AS bizServer WHERE 1
id Name Mgmt IP Default Gateway Status Severity Organization |d Location Brand Model OS Family. OS Version Serial Mumber Shipment number Model Number of
CPUs Memary Size HDD Size Free HDD Size
106.domino.combodo.com, 10.22.28.10.10.22.28 1.In Production high. 1.2 IBM.Power 520 Express AlX 4.1.54523, Power 520 Express 4.6Gh 4x120Gh.200Gb
107, semver02.10.22.28.11.10.22.28 1. Production Candidate high.1.2.1BM. AlX 4.1 Power 520 Express.4,8Gb.4x120Gh 200Gk
108.semver03.10 22 .28 12 10 22 28 1 Production Candidate high 1.2 |BM._AIX 4.1 Power 520 Express 4 8Gb 4x120Gh 200Gk
109.server04.10.22.28.13.10.22.28 1 Production Candidate high.1.2.1BM. AlX 4.1 Power 520 Express 4 8Gb.4x120Gb 200Gk =
110,semver05.10.22.28.14.10.22.28 1 Production Candidate high,1.2.1BM. AlX 4.1 Power 520 Express.4.8Gb.4x120Gh 200Gk
111 server06 10 22.28 1510 22 28 1 Production Candidate medium 1.2 [BM_AlX4 1. Power 520 Express 4 8Gb 4x120Gb 200Gh
112.server07.10.22.28.16.10.22.28.1 Production Candidate, high.1.2.1BM. AlX 4.1, Power 520 Express 4. 8Gb.4x120Gh 200Gk
113.semer8.10.22.28 17 10.22.28 1 Production Candidate high.1.2.|1BM.AIX.4.1. Power 520 Express 4 8Gh.4x120Gh 200Gk
114 semrver09.10 22.28 18.10 22 28 1 Production Candidate high.1.2 IBM. AlX 4. 1. Power 520 Express 4 8Gb.4x120Gh 200Gb
115,5emver10.10.22.28.19.10.22.28.1 Production Candidate high,1.2.IBM. AlX 4.1 Power 520 Express 4.8Gb.4x120Gh 200Gk
116.5erver100.10.22.28.109,10.22.28_1 Production Candidate high.1.1.HP. HP-UX 11.23, .rp3440.4 3Gh 4x120Gb.200Gh
117 server101.10.22 28.110,10 22 28 1 Production Candidate high, 1,1 HP. HP-UX 11.23, rp3440 4 8Gb 4x120Gb.200Gh
118.semer102.10.22 28 111,10 22 28 1 Production Candidate high 1.1 HP. HP-UX 1123 rp3440 4 8Gh 4x120Gh 200Gk
119,server103.10.22.28.112.10.22.23_1 Production Candidate high.1.1.HP. HP-UX 11.23, rp3440.4 3Gh.4x120Gb.200Gh
120,server104.10.22 28.113,10.22.28_1 Production Candidate high,1,1.HP. HP-UX 11.23, rp3440.4 8Gh 4x120Gb.200Gh
121 server105.10 22 28 114 10 22 28 1 Production Candidate high 1.1 HP_ HP-UX 1123 rp3440 4 8Gh 4x120Gh 200Gh
122,server106.10.22.28.115.10.22.28 1 Production Candidate high.1.1.HP. HP-UX 11.23, rp3440.4 8Gh.4x120Gb.200Gh

1.1.HP

1HP

[i>

123,5erver107.10.22.28.116,10.22.28_1 Production Candidate high, . HP-UX 11.23, .rp3440.4 3Gh 4x120Gb.200Gh
124 server108.10 22 28 11710 22 28 1 Production Candidate high 1 HP-UX 1123 rp3440 4 8Ghb 4x120Gb 200Gk
125, server109.10.22.28.118.10 22281 Production Candidate high, 1.1 HP. HP-UX 1123 rp3440 4 8Gb 4x120Gb. 200Gk
126.semer11.10.22.28 20 10.22.28 1 Production Candidate high.1.2 |BM._AIX 4.1 Power 520 Express 4. 8Gh.4x120Gh 200Gk
127 server110.10.22 28.119.10 22 28 1 Production Candidate high, 1,1 HP. HP-UX 11.23, rp3440 4 8Gh 4x120Gb 200Gh
128.server111.10.22.26 120,10 22.28 1 Production Candidate high. 1.1 HP. HP-UX 1123 .rp3440 .4 8Gb 4x120Gh 200Gk
129.server112.10.22.26 12110 22.28 1 Production Candidate high. 1.1 HP. HP-UX 1123 _.rp3440 4 §Gb 4x120Gb 200Gk
130,server113.10. 22 28 122 10 22 28 1 Production Candidate high, 1,1 HP. HP-UX 11.23, rp3440 4 8Gb 4x120Gb.200Gh
131 semver114 10 22 28 123 10 22 23 1 Production Candidate high 1.1 HP. HP-UX 1123 rp3440 4 8Gh. 4x120Gh 200Gk
132, serer115.10.22.28 124 10 22 28 1 Production Candidate high. 1.1 HP. HP-UX 11.23 _rp3440 4 8Gb 4x120Gb. 200Gk
133,server116.10.22 28.125.10.22.28_1 Production Candidate high,1,1.HP. HP-UX 11.23, rp3440.4 8Gh 4x120Gb.200Gh
134 semer117 10 22 28 126 10 22 28 1 Production Candidate high 1.1 HP. HP-UX 1123 rp3440 4 8Gh 4x120Gh 200Gh
135,server118.10.22.28 127 10 22.28 1 Production Candidate high. 1.1 HP. HP-UX 1123 .rp3440 4 8Gb 4x120Gb 200Gk
136,server119.10.22 28.128.10.22.28_1 Production Candidate high, 1.1 HP. HP-UX.11.23, .rp3440.4 3Gh 4x120Gb.200Gh
137 server12, 10 22.28 2110 2228 1 Production Candidate high 1.2 IBM_AlX 4 1. Power 520 Express 4 8Gb 4x120Gk 200Gk
138.5erver120.10.22.28.129.10.22.28 1 Production Candidate high.1.1.HP. HP-UX.11.23,..rp3440.4 8Gh.4x120Gb.200Gh

|

Figure 13

“Bookmark” allow you to save as a new sub menu in the Bookmark module the list you are
currently viewing. This feature is useful to share with other users alist of items corresponding
to agiven search criteria

Create a new menu item for: Objects of dlass bizServer', 1

Desarptin: | |

Insert after: | My Bookmarks |

[ create as a chid menu item

Terming

Figure 14

Y ou can define the menu label, as well as a description to document your bookmark.

“New” allow you to create a new item corresponding to the type of object you are viewing,
for instance a new server or anew incident ticket. When clicking on this action you get a
wizard that helps you to create your item. New item creation will be discuss later for each
module.



“Modify al” alow you to modify attributes for the list of item you are currently viewing. This
feature is useful when you want to update quickly some attributes with the same value for a
given list of items. For instance update the Brand of alist of serverswith “Dell”.

“Delete all” allow you to delete massively all items you are currently viewing. Be careful in
the release 0.72 you are not prompted with a confirmation window.

Other actions may be available, but they depend on type of object you are viewing, and their
life cycle. We will describe them later for each moduleif required.

Searching a type of object

When you click on button it displays the search criteria bar that alows you
to refinelist of item you are looking for.
Y ou can define by your self the criteriayou are interested in, using either drop down lists, or

regular expression for blank fields. Then click on ﬂ] button to display anew list of
item corresponding to your request.

]
Search form for Server
Neme: I <= severtty: DRI con: I
vod-: NN oS oriy: Location: [Vt
All Servers
03 otgects)
5 Organization . 0s os
Name Status Severity 1d Location Brand HModel Foiibiin Mo Eaion
@ domine.combodo.cam In Production high — Demo — Paris BM g L ATK 4.1
Express
= 3 Production i 15h
; seryverll Candidate high —+Demo —+Pans IBM ALY 4.1
[ ——— Production A e
E serverd3 Candidate high —+Demo —+ Paris IBM Alx 41
= . Production . 1Bh
; serverd4 Candidate high —+Demo — Parns BM AIX 41
| Production i -
; serverds Candidate high — Demo —+ Paris 1BM ATx 41
@ serverls Eroduc‘-jon medum  —Demo — Pans BM ATX 41
Candidate
B servero7 l?rodl:lcﬁon hiah — Demo —+ Paris IEM ATX 4.1
Figure 15

“And” operator is used when you define multiple criteria. This search bar is available for any
type of object, but of course search criteria depend on object attributes. The search request is
applicable to only one type of object at once.

Search

When you click again on , the search bar is hidden.



Accessing object details
From alist of items, you can click on 1o open the details page of a given item.

-
lTop Logged as 'admin’  “4 Your search Search
All Organizations

Server: domino.combodo.com

Name
Mgmt 1P
Default Gateway

Status

Severity

OrganizationId ~ —Demo
Location —Paris
Interfaces Brand
: tModel
05 Family

Serial Number 54523
Shipment number
Hodel

Number of CPUs <
Memory Size

HDD Size

Free HDD Size

Applications Patches Interfaces Contacts Changes Documents

Name Hostina device Version Function P

Figure 16

This page displays, in the Main Frame, the attributes for a given item. Asfor item list, you
can click on —+ to open details page for arelated object.

The top banner displays type and name of the selected item, as well as last modification
information. When you click on " ==t m25%=d g drop down list displays all changes that
occurred on the corresponding item.

ast modified on 2009-09-19 09:56:47 by admin,:
Date User Changes
2009-09-19 09:56:47 admin » Default Gateway set too {previous value; 10.25.3.1)
2009-09-19 09:55:18 admin
admin Type se 127
nitialization ect created

Figure 17

Thisfeature is very important to track when modification where done and by who. When you
click againon " “#=tmeded gt js hidden.

At the bottom, the tabs display the relationships between the selected item and other objects.
For instance applications or patches installed on a server, incidents or changes occurring on a
server. Thetabswill be described in detail later for each module.



Action on a given item

The IEEESEIR button on the top right corner allows you to use predefine actions applicable
for theitem.

eMail
CSV Export

Hew...
Modify...
Delete...

Figure 18

“eMail”, “CSV Export”, “Bookmark”, “New”, and “Delete” are similar to action described
for alist of item sooner in this document.

“Modify” allow you to modify attributes for the item you are currently viewing. A wizard
opens, and lets you modify the attributes and relationships with other items. The wizard will
be described later for each module.

“Clone” alow you to create a new item using attributes filled for another one. Thisfeatureis
really useful when you want to create an item from another one that has similar attributes. The
wizard for item creation opens with attributes already filled, and lets you modify them. A new
item is created when you close the wizard.

Other actions may be available, but they depend on type of object you are viewing, and their
life cycle. We will describe them later for each module if required.

Managing relationships between objects

Thetabsin “object detail page”’ are displaying relationships with other objects stored in the
data base. iTop allows you to manage either (1,n) or (n,n) relationships. An example of (1,n)
relationship is an network interface plugged on a server. An example of (n,n) relationship isa
link between severa servers and several contacts.

When you click on tabsin “object detail page”, the Ul displayslist of objects linked to the

current one. The IEEaaaIRd button on the top right corner of thelist allows you to manage
therelation.

(n,n) relationship management
For such type of relation, you can add, manage or remove all links between objects.



Add...
Manage..

Remove All

Figure 19

Add action opens following wizard to manage new relations to add with current object
Y ou can search objectsto link using the wizard, and select those you would like to link. You
can also update attributes for the relationship, for instance impact for an incident.

Add Infras to Incident: 1-000004

]
Search for Infra Objects
Neme: srons: I
Ll Class Hame Status Organization
FI bizhletworkDevice routerdl production — DiEmo
@ bigMetworkDevice routerd2 production —+ Demo
vl @ hizhetworkDeyvice routerd3 production — Demo
Figure 20

For searching object to link you can also OQL query request. (see OQL reference guide for
more details on building an OQL query)



Add Infras to Incident: I-000003

Simple Search O0QL Query

name='dominc.combodo.

Lige the search form above to search for ohjects to be added.

Figure 21

Manage action allows you to modify attribute for already existing relationships, or add and
remove some.

Manage Infras linked with Incident: I-000004
1 Impact Class Name Status  Organization
O |Orderweb site is no maore warking | bizServer domino; combodoicom -In Production  —Demo
Ol |network equipment down | bizMetworkDevice router02 production  —Dema
O |dE!‘u"|CE notreachable | bizMetworkDevice  router03 producton  —+Demo
Remove Infras Add Infras...
Figure 22

Remove all action suppresses all relationships created for a selected object.

@ Those wizards don’t allow you to create new applications, or contracts. They are used
only to build relationships.

(1,n) relationship management

Global search
Thisfeature isreally fundamental iniTop. Like in “Googl€e’, it allows you to search words or
regular expression in the full data model, whatever type of object you are interested in.

Types for instance “Parig” in * Yeurssareh and type on _Search | yoy get all objects
related to thisword:



Contacts on this site
Servers, PC, and network devicesinstalled on this site.
Incident occurring on items located on this site ...

-
ITop Logged as ‘admin’ “. paris Search

e —— = ——pn e e m— -

Al Organzator v ;‘ s — Demo —+Paris  HP

;\ sl — Demo —+Paris  IBM

—,T‘—‘ s —+Demo —+Paris  HP

B s — Demo ~+Paris  TEN

B sno — Demo —+Paris  HP

Hetwork Device: 4 object(s) found.

Brand Model Type Mgmt IP

Incident: 1 object(s) found.

TicketID Title Customer Type Status Severity Starting date Initial Situation

B rooooos  peme  —+Deme

Figure 19

Y ou can also use regular expression like “%sw%" for instance.
Using global search helps you to get quickly information on your 1T, without knowing really
whereto look for. Likein “Google’, it isreally powerful and straightforward.

Using direct URL

AsiTop is completely web based you can access directly whatever page using its URL either
by copying it from web browser or by using action “eMail”. This feature allows you to:

bookmark you favorite pages

share pages with other people

build HTML dashboards

integrate i Top within athird party application

When accessing directly aniTop URL, you are prompted to enter your login and password if
you are not aready authenticated.

Using CMDB module

This module isrelated to Configuration Management Data Base as described in ITIL best
practices.

It allows IT operators to describe al items they have under their control. It provides alogical
model of the IT infrastructure by identifying, controlling, maintaining and verifying the
version of all existing Configuration Items (Cls).



Relationships between Cls are a so documented in this CMDB, thus IT engineers can easily
anal yse dependencies within the infrastructure and impact due to outages.

Release 0.72 of iTop handles:

e Contacts, Team and Workgroups for Incident and Change tickets

e Locations

e Infrastructure (Desktop, Servers, Network devices, Circuits, Interfaces,

Applications, Patches)
e Groupsof CI
e Documents. Web URL only in thisrelease

All Clsare describesin iTop data model and can be modified. Thus this document describes

only data model that has not been customized.

All modifications made on a Cl are tracked with modification date, modified attribute values

(old and new one), and user who made the change.

Managing Contacts

When you click on “Contacts” in the Explorer bar, you get a dashboard summarizing

information about contacts:

1T
1 op Logged as 'sdmin’  “«. Your search
A3 Organizatons

v

Contacts Overview

Contacts by Type Contacts by Location

Location Name  Count

=2

N

il

Figure 20

~

All pages related to Contacts contains picture ﬂ in top right corner. It allows operator to

know where he is when navigating acrossiTop.

Managing person

A person is anybody that needs to be documented in the CMDB.
“Persons’” menu display al people belonging to selected organization.



Logged as 'admin’  “.Your search Search
~ =
] Search
3 abject{s) m
firstHame Name  Status Qrganization Id eMail Lacation 1d Phone
B oumes — Demo —+Paris
77 — Demo ~ Paris
73] — Demo - Grenable
[
[ ]
=
Terming
Figure 21
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When you click on A putton you get details for selected person.
-
lTo Logged as 'zdmin’  “4 Your search Search
prrrr | ]
All Drganizstons ¥
Person: Hugo

first Hame
Name
Status

OrganizationId —+Demo
eMail wictor. hugo @gmail. com

Location Id

—+Parie

Fhone

Employe Humbe;

Teams Infrastructure Documents

p—
Contact Phone eMail object Role

‘,_Jl — ITOP admin team 33123453612 combodo@&gmail.com —+Hugo  busines: s model exper

Terminé

Figure 22

A person belongs to only one location and one organi zation.

“Teams’ tab displays all team this person belongs to, with her role. Y ou can easily manage

those relationships as describe in chapter “Managing relationships’

“Infrastructure” tab displays al infrastructures owned by this person. Y ou can easily manage

those rel ationships as describe in chapter “Managing relationships’

“Documents’ displays all documents linked to this person. Y ou can easily manage those

relationships as describe in chapter “Managing relationships’




There is no specific action related to a person. Only standard one describe sooner are
available.

To create anew person you just haveto click on “New” in action drop down list, from either
person list or a given person detail. Following wizard then appears:

lTop Logged as 'admin’  “4 Your search

~
Creation of a new Person

Hame ‘

Status implementation ‘

OrganizationId |Demo V‘

etail |

Phone |

Location Id Grenoble |

first Hame [ ‘

Employe Number | |

Termingé

Figure 23

Fill in all fields with needed information and click on [_Ne<> ], A confirmation window
appears, asking you to create the new person.

Logged as 'admin’  “4. Your search

=5 Creation of a new Person

Final step: confirmation

first Name Do

Name Jhon

Status

Organization Id emo

eMail jd@combodo. com
Location Id —+Grenable
Phone 89

Employe Number

Create bizPerson

Terming

Figure 24

The details page of this new person is automatically displayed.



You can also use “Clone” action if fields to be entered are similar to an already existing
person as described in “iTop Common usage”’ chapter.

To modify aperson’s attributes, click on “Modify” in Action drop down menu. Following
wizard appears to modify attributes:

-
IT 0 Logged as 'admin’  “4. Your search |E
- = = Jhon - bizPerson modification
&)l Crganzatons
i Hame Jhon

Status implementation
Organization Id I Demo ™ -
eMail |[d@combodo.com
Phone 3245678002
Location Id [ Grenable ~
first Name Do

Employe Number (45356

Cancel Apply

Terming

Figure 25

Managing team

A team isagroup of person that needs to be documented in the CMDB.
“Teams’” menu display al teams belonging to selected organization.



Logged as ‘admin’ <. Your search

2 abyect(s) m
Name Organization Id eMail Location Id Phone

‘,._-“ Application support —+Demo &, Com —+ Grenoble 33 88

‘,._-“ ITOP admin team produs —+Demo

—+ Paris

Terming

Figure 30

When you click on A button you get details for selected team.

iTop

Logged as ‘admin’ ““. Your search

53

Search
[Dere ¥
Team: TTOP admin team m
]
[ ] b LK fiad an 20090804 11:11:44 il 25
Hame
Status production

Organization Id — Demo

eMail comboda@gmal.com
Locationld  —Paris
Phone 33123453612

Members Teams Infrastructure Documents

2 object(s)
Class  Hame  Status Organization Id etail Lacation 1d
A biPerson  Huge  producton  —Demo “+Paris 33172382223
= A biPerson  veme producton  —Demo

—+Grenoble

i€

Terminé

Figure 31

A person belongsto only one location and one organization.

“Members’ tab displays all persons belonging to this team. Y ou can easily manage those
relationships as describe in chapter “Managing relationships’

“Teams’ tab displays all teams this team belongsto, with itsrole. As a matter of fact we can
cascade teams with sub teams if required. Y ou can easily manage those rel ationships as
describe in chapter “Managing relationships’



“Infrastructure” tab displays all infrastructures linked to this team. Y ou can easily manage
those relationships as describe in chapter “Managing relationships’

“Documents’ displays all documents linked to this team. Y ou can easily manage those
relationships as describe in chapter “Managing relationships’

There is no specific action related to a person. Only standard one describe sooner are

available.

Managing Locations

A location is a configuration item that allows you to document in the CMDB any

geographical location (Site, Building ...).

“Location” menu displays al locations belonging to selected organization.

iTop

Bl 8l

Logged as 'admin’  “. Your search Search

[~ |

All Locations

—+Demo France

—+Demo

Figure 32

When you click on A button you get details for selected location.



Logged as 'admin’  “+. Your search Search

”~ =
Seaich
Location: Grenoble
Hame
Status cti
Organization Id —Demo
Address 5 Avenue de fz Paste
Country France
Parent Location —+ Paris
Caontacts Servers PCs Network_Devices Documents
et
Class Name Status Organization Id eMail Location Id Phone
Application support.  implementation  —+Demo —+Grenoble 33456456788
" production —+Demo —+ Grenoble
[ ]
]
-
Termingé

“Parent Location” field allows you to cascade location in order to model hierarchy. For
instance asiteis a parent location for a building.

“Contacts’ tab displays all contacts (persons and teams) located on this location.

“Servers’ tab displays all serverslocated on thislocation.

“PCs’ tab displays all pcslocated on this location.

“Network Devices’ tab displays all network devices located on this location.

“Documents’ tab displays al documents related to this location (network diagram, maps ...)

To create anew location you just have to click on “New” in action drop down list, from either
location list or a given location detail. Following wizard then appears:



lTop Logged as ‘admin’  “%. Your search @]
A
D = Creation of a new Location
Name
Status implementatian
Organization Id | Demao v
Severity low v
Address
Country
Parent Location  Grenoble v
New>> ) (Fa ]
v
Terminé

Asfor creation of other configuration item, you just have to fill required fields, and click on

to get confirmation window and create new location. Once created, details page for
this new location automatically appears.

There is no specific action related to alocation. Only standard ones described sooner are
available

Managing Infrastructures

An infrastructure represents all hardware or software itemsinstalled in your IT. iTop CMDB
allows you to manage their life cycle as well as relationships between items. Thus you can
document applications installed on server, client/server relationships between two
applications, on which port of switch a server is connected too ...

Managing PCs
Thistype of configuration item is whatever |aptop or desktop installed in you IT.
“All PCs” menu displays all PCs documented for the selected organization.
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~ E ~
Z| ] Search =
[ a0 Organiz=tions v
All PCs
Name Status Severity Organization Id Location Brand HModel Type
high —+Dema =+ Paris Compag nce005 desktop PC
high —+Demo —+Paris Compag
high —+Demo —*Paris Compag
high —+ Demo —Paris Compag
high —+Demo —+ Paris Compag
high —+Demo =+ Paris Compag
high —+Demo —+Paris Compag
high —+Demo —+Paris Compag
£ high —+ Demo — Paris Compag
high — Demo —Paris Compag
high —+Demo =+ Paris Compag
high —+Demo —+Paris Compag
high —+Demo —*Paris Compag
high —+ Demo —Paris Compag
= ¥ ¥
Terming

Figure 35

When you click on A putton you get details for selected PC.

PC: PCO1

Name
Status or
Severity high
OrganizationId —Demo

Location —*+Paris
Brand
HModel
05 Family
05 Version

Mgmt IP

Default Gateway 10.72.31,
Shipment number
Serial Humber
Type
cPu

F Memory Size
HDD Size 60GDh

Hame

itk NFfice

— D1

[hctons T8

Logged as 'admin’ “<. Your search

Contacts Interfaces Incidents Documents
Hosting device Version Function

Termine

Figure 36

A PC belongsto only one location and one organi zation.
“Installed Application” tab displays alist of application installed on this PC.

“Installed Patches’ tab displays alist of patchesinstalled on this PC.

“Contacts’ tab displays all the contacts documented for this PC. Y ou can easily manage those

relationships as describe in chapter “Managing relationships’

“Interfaces’ tab displays all network adaptors documented for this PC.




“Incidents’ tab displays all open incidents related to this PC.
“Documents’ tab displays al documents related to this PC. Y ou can easily manage those
relationships as describe in chapter “Managing relationships’

To create anew PC you just have to click on “New” in action drop down list, from either PC
list or agiven PC detail. Following wizard then appears:

Creation of a new PC

Name | |

Status |imp|ementati0n |

OrganizationId | Demo ]|

Severity [low v

Location Gronble ]

Brand |
Hodel |
Serial Number |
Type prcvl

HMemory Size

HDD 5ize

05 Family

I
I
I
|
CcPU [
I
I
I

05 Version

Shipment number |

Mgmt IP [
Default Gateway | ==
Figure 37

Asfor creation of other configuration item, you just haveto fill required fields, and click on
to get confirmation window and create new PC. Once created, details page for this
new PC automatically appears.

There is no specific action related to a PC. Only standard ones described sooner are available
There are two options to create a new application installed on this PC:

Either by clicking on “Click hereto create anew Application” if thereisno
application currently displayed in “Installed Applications’ tab.
Or by clicking on

Ml ->“New”, if there are already several applications
displayed in “Installed Applications’ tab.

In both cases, wizard for creating an application appears. This one is described later in
“Managing Applications’ chapter.



There are two options to create a new patch installed on this PC:

Either by clicking on “Click here to create anew Patch” if thereis no patch currently
displayed in “Installed Patches’ tab.

Or by clicking on | Actions - N New”, if there are already several patches displayed
in“Installed Patches” tab.

In both cases, wizard for creating a patch appears. This oneis described later in “Managing
Patches’ chapter.

There are two options to create a new Interface installed on this PC:

Either by clicking on “Click hereto create anew Interface” if thereis no interface
currently displayed in “ Interfaces’ tab.

Or by clicking on | Actions - [0 New”, if there are already severa interfaces
displayed in “ Interfaces’ tab.

In both cases, wizard for creating an interface appears. This one is described later in
“Managing Interfaces’ chapter.

There are two options to create a new Incident for this PC:

Either by clicking on “Click here to create a new Incident” if there is no incident
currently displayed in “Incidents’ tab.

Or by clicking on | Actions - [ New”, if there are already several incidents
displayed in “Incidents’ tab.

In both cases, wizard for creating an incident appears. This oneis described later in “Using
Incident management module” chapter.

There is no specific action related to a PC. Only standard ones described sooner are available.

Managing Servers
“All Servers’” menu displays all servers documented for the selected organization.
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When you click on A button you get details for selected server
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Server: domino.combodo.com
Hame
MgmtIP 3.10
Default Gateway 10.72.75.1
Status
Severity g
OrganizationId  —+Demo
Location —+Paris
Brand
Model 20 Express
0S Family AIX
05 Version
Serial Number
Shipment number
Model Power 520 Express
] agement T
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HDD Size
m Change Management Free HDD Size
Applications Patches Interfaces Contacts Incidents Documents
s
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Figure 41

Asfor aPC, aserver belongs to one location and one organization.
“Application” tab displays alist of application installed on this server.

“Patches’ tab displays alist of patchesinstalled on this server.

“Interfaces’ tab displays all network adaptors documented for this server.




“Contacts’ tab displays all the contacts documented for this server. You can easily manage
those relationships as describe in chapter “Managing relationships’

“Incidents’ tab displays all open incidents related to this server.
“Changes’ tab displays all open changes related to this server.

“Documents’ tab displays al documents related to this server. Y ou can easily manage those
relationships as describe in chapter “Managing relationships’

The way to create applications, patches, interfaces, contacts, incidents and documents are the
same as the one documented in chapter “Managing PCs”.

There are two options to create a new Change for this server:

Either by clicking on “Click here to create a new Change” if thereis no change
currently displayed in “Incidents’ tab.

Or by clicking on | Actions - [ New”, if there are already several changes
displayed in “ Changes’ tab.

In both cases, wizard for creating a change appears. This one is described later in “Using
change management module” chapter.

Server life cycle and custom actions

The state machine integrate into i Top allows administrator to define alife cycle for some
configuration item. In release 0.72 we created alife cycle for server. By thisway we can
enforce processes for server management. Thus user cannot perform some actions, if server is
not in agiven state. More details about life cycle management are describe in the
“Administration” chapter.

Figure 42

This diagram describes all states corresponding to server life cycle:

InStore (Device in store)

Shipped (The device had been shipped to future location)

Plugged (The device is connected to the network)

Pre-Production (The deviceis ready to be move to production)

Production (The deviceis on production)

InChange (A change is being performed on the device)

BeingDeconfigured (The device is about to be removed from is current location)
Obsolete (The device is no more used)



Arrows describes custom actions you can perform from one state to another. When a server is
in agiven state, you can perform only some action.

Transitions (actions) are defined as follow for each state:

e InStore (Devicein store)
o Ship thisserver => Shipped
o Plug thisserver => Plugged
o Shipped (The device had been shipped to future location)
o Storethisserver => InStore
o Plug this server => Plugged
o Plugged (The device is connected to the network)
o Ship this server => Shipped
o Storethisserver => InStore
o Configuration finished => Pre-Production
e Pre-Production (The deviceis ready to be move to production)
o Review configuration => Plugged
o Moveto Production => Production
e Production (The deviceis on production)
o Change Start [No Click] => InChange
o Obsolete => Obsolete
o Decommission => BeingDeconfigured
« InChange (A change is being performed on the device)
o End Change[No Click] => Production
« BeingDeconfigured (The deviceis about to be removed from is current location)
o Ship this server => Shipped
o Plug thisserver => Plugged
o Storethisserver => InStore
o Obsolete => Obsolete
Obsolete (The device is no more used)
o Recyclethisserver => BeingDeconfigured

Actions corresponding to transition appear in | Actions | drop down list only when server is
in agiven state. When you perform a given life cycle action, the state of the server is updated
to the new one automatically.

Managing Applications
An application is whatever software installed on either a PC or a server.

“All Applications’ menu displays al installed application documented for the selected
organization.
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Figure 43

When you click on A putton you get details for selected applications.
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— Search

| Al Organizasans |

Application: Outlook server

Name Outlook server
Hosting device —+ domino.combodo.com

‘Organization Id —Demo

Status i
Installed date =
Version

Function Mail Server

J Impacted_Client_Application Application_Server Contracts

o abject to display.

Click here to create & new ClientServerlinks

Terminé

Figure 44

One application Cl isrelated to only one Hosting device. Thus you have a new application for
each server or PCitisinstalled on.

“Impacted Client Application” tab displays all client application that depends on the one you
are viewing. Y ou can easily manage those rel ationships as describe in chapter “Managing
relationships’



“Application Server” tab displays all server applications for the one you are viewing. Y ou can
easily manage those rel ationships as describe in chapter “Managing rel ationships’

“Contracts’ tab displays all contracts that cover the application you are viewing (support,
license contract ...). Y ou can easily manage those rel ationships as describe in chapter
“Managing relationships’

Managing Patches

“All Patches” menu displays all patches installed on server or PC for the selected
organization.

ITOP Logged as ‘admin’ “+. Your search Search
& " i I
[ — v
Name Device Type Installed date
i3] = mbodo, com 08-07 00:00:00
v
-Té rrrrr

When you click on A putton you get details for selected patch.
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To create anew patch you just have to click on “New” in action drop down list, from either

Figure 48

patches list or a given patch detail. Following wizard then appears:

Creation of a new Patch

Name

Status

implementation |

Organization Id | Demo v
Device | [
Installed date =
Description |
Type CE

Figure 49

When you click on you get confirmation window and create new patch. Details for

this patch are displayed automatically.

If the same patch isinstalled on several servers or PC you will have to create it for each one.

Managing Network Devices

The Network device class regroups al routers, switches, firewall, etc, installed in your
environment. “All Network device “menu display alist of such objects documented iniTop.
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When you click on A button you get details for selected network device

Logged in as ‘admin’ (Administrator) “ Your search
Network Device: router0l
= %
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HMgmt 1P
Default Gateway

Serial Number

Hemory
SNMP Community (Read

Figure 51

“Interfaces’ tab displays alist of network interfaces documented for the selected object. You

can add a new one by clicking on button on top right corner of thislist. (see
Managing Interfaces for more detail s about Interfaces).

“Contacts’ tab displays all contacts related to this object. For example team responsible for
providing hardware support for this devices. Y ou can easily manage those relationships as
describe in chapter “Managing relationships’

“Incidents’ tab displays all incidents having an impact on the network device. You can easily
link the network device to a new incident, but thisis managed most of the time in the Incident
management module.



“Changes’ tab displays all changes having an impact on the network device. You can easily
link the network device to a new change, but this is managed most of the timein the Change
management module.

“Documents’ tab displays al the documents that are linked to this device, for example
description of the hardware. Y ou can easily manage those relationships as describe in chapter
“Managing relationships’

To create anew network device you just haveto click on “New” in action drop down list,
from either network device list or a given network device detail. Following wizard then

appears:

Creation of a new Network Device

Name |swithc01
Status limplementation
Organization | Demo V_:
Business Criticity low - I
Location | Grenoble \_f'
Brand |Cisco

Model |

Serial Number |

Mgmt 1P (10234

Type | switch |

Default Gateway

105 version

Memory

SNIMP Community (Read) |

SNIMP Community (Write) |

Figure 52

Fill in all fields with needed information and click on [_N=>> | A confirmation window
appears, asking you to create the new network device. Then click on create NetworkDevice.

Managing Interfaces

Aninterface is representing any card that allows connecting devices to the network. It can be
linked to network devices, PCs or servers.

“All Interfaces” menu displays all those Cl for a given organization.
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When you click on A button you get details for selected interface.
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Figure 54

“Linked Interface” tab displays the interface that is connected to the one you are looking at.

To create anew interface you just haveto click on “New” in action drop down list, from
either interface list or a given interface detail. We recommend doing it in the Interface tab of a
Server, PC or Network Device. Following wizard then appears:
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Figure 55

Fill in all fields with needed information and click on [_N=t>> |, A confirmation window
appears, asking you to create the new interface. Then click on create Interface.

Managing Circuits
Circuits are used to document WAN links between different sites.
“All Circuits” menu displays all circuits for a given organization.
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Figure 56
When you click on A button you get details for selected circuit.
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To create anew circuit you just haveto click on “New” in action drop down list, from either
circuitslist or agiven circuit detail. Following wizard then appears:

-
lTOp e ) & Yoursesich
[Pl oisms | Creation of a new Circuit

Name

Status implementation

Organization - selectons - v

Business Criticity [low |

speed |

Location 1 - selectone ~ ¥

Location 2 - selectone — |V

Interface 1 - selectone ~ ¥

Interface 2 - selectone ~ (v

Carrier ID - select one - v

Coeritermio ]

Figure 58

Fill in all fields with needed information and click on [_Ne<> ], A confirmation window
appears, asking you to create the new circuit. Then click on create Circuit.

Managing Groups

Using iTop you can group object together. Groups can be used for modeling any operational
need. For instance documenting all devices monitored by a given application. The “Grouping
menu displays all groups created for the selected organization.
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When you click on A button you get details for selected group.

Logged as 'admin’ " Your search Search
~ S =

Infra Group: Nagios server

Name
Status
Organiza
Type
Description

Parent Group

gios

Infrastructures mﬁ!
Relation Infrastructure Status
5] —+routerd1
= —+routerd2
v

“Infrastructures’ tab displays all ClI linked to this group. Y ou can easily manage those
relationships as describe in chapter “Managing relationships’

“Contacts’ tab displays all contacts related to this group, for instance the team or the people

responsible for keeping this group up to date. Y ou can easily manage those relationships as
describe in chapter “Managing relationships’

To create anew group you just have to click on “New” in action drop down list, from either
group list or a given group detail. Following wizard then appears:
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Hame |Mew group

Status ‘lmp\emenlalmn
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Business Criticity | low |

Type list bt

Description

Parent Group i

Figure 57

Fill in all fields with needed information and click on [_N=2> ] A confirmation window
appears, asking you to create the new group. Then click on create Group.

Using Audit

AuditsiniTop are used to track the consistency of information stored in the application. For
instance “Do | have servers on production located on a site that is under implementation?”’
Thisfunction is key as it make sure that the process of documenting your IT iswell followed.
“Audit” menu displaysin atable all rules and the result of the audit computed real time.

-
iTop e e
=
21 Orgarizato 5 Interactive Audit
= Audit Rule # Objects & Errors % Ok
De sduction — 37 [N
Del - 100 |
mC
v
Figure 57

When you click on “# Errors’ for agiven rule, you get alist of object that are not documented
properly:
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Figure 58

The administrator guide describes how to create a new rule to be checked.

Using Service Desk module

The service desk module allows you to document all service calls coming from end users.
Call can by assign to workgroup that would be responsible for making sure request is handled.
Those service calls can be linked to infrastructures and related incidents.

Service call life cycle

In order to enforce service desk processes, iTop includes alife cycle for service call object.
Moving from one state to another will require some action from support agent, for example
updating action log and resolution code before closing aticket.

Thelife cycleis described in following diagram:

Reassign this call

. . Work . .
M A Assign this call . Work on this call Resolve this call Close this call
Assigned In Resolved
{Unassigned) Reassign this call Pragress

Figure 58

Viewing Service call

“Open Service calls’ menu displays all service call currently open for the selected
organization.
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Service Call Ref Title

Customer Type Status

—» Demo
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Severity

Desk

KInProgress

Creation date

Figure 59

When you click on A putton you get details for selected service cal.

ServiceCall: 5-000004

Service Call Ref 5
Title

Customer —Demo
Type
Status
Source
Severity

Creation date 2!

Description

Caller —+victor,hugo @gmail.com
Impact ¥
Last update
Workgroup

Agent —+ salvador. dali@combodo. com
Action Logs

& are looking into our store

Resolution

Logged in as 'admin’ {(Administrator) “.Yoursearch

© ;!

Impacted Infrastructures Re}sted Incdents

b £

Figure 60

“Impacted Infrastructures’ tab displays all infrastructures related to this service call.. You can

easily manage those rel ationships as describe in chapter “Managing rel ationships’

“Related Incident” tab displays all incident tickets that are linked to this service call. This
allows support agent to regroup alist of service call with aticket that represent the root cause

of the issue encountered by end users. Y ou can easily manage those relationships as describe

in chapter “Managing relationships’




Creating Service call

There are several waysto create a service call: either using from alist of service
calls and selecting “New”, or from the detail page of an other service call and using
and selecting “New”.

A wizard then helps you to create your service call with severa steps:

-
iTo it e @ Yo search
&
= | Creation of a new ServiceCall
Title * New serviee call
Customer * Demo b
My, Doquest
Description *
Creation date * [2009-09-25 23:24 IIE)
Workgroup * FLS Deskiop {v|
Severity © low v
Impacted Infrastructure * | [ Browse. ]
v

Y ou can add Impacted Infrastructure by filling corresponding field and clicking on as
many times as you want. Y ou can also use button.

Level of impact of the infra by the related ticket
Selected objects: e o s
|PC13 j BriG <
|pci2 ; -~ |pcoz 3
|Pci PCOg

PCO09

PC10

PC14

PC15

PC16

PC17

PC18 3

Figure 62

Once selected impacted infra, you are prompt to enter the impact

InkInfraTicket attributes

Impact |

Figure 63



Once selected all impacted infrastructure click on to go to next step.
Y ou are prompt to enter if needed ticket related to this one and caller:

lTOp Lot ki iyt Yoursearch
A
Mopsisions B | Creation of a new ServiceCall
Callr
Related Incident | [ Browse ]
-
Figure 64

As for management of impacted infrastructure, you can use either LAdd | oy [ Browse... |

button to find your related tickets. Then click on

Y ou are prompt to enter other information for the service call as type, impact, action logs ...

ITOP i e & Voursearch

-
| Creation of a new ServiceCall

Orgznzziens v

Type Server b

Hext update E|
Impact

Action Logs

Resolution

Figure 65

Click on once done. A confirmation window opens. Click on Create ServiceCall
for validating the creation. The details page for the new service call open

Updating Service call

Y ou can update a service call at any time, but fields you can modify depend on status of the
ticket.



Assigning or re-assigning a ticket to workgroup or agent

Click on IEEEZSIBS button of the details page and select “Assign thiscall”. A wizard opens
to let you enter an agent.

Agent | - salectone — %

[ Cancel J [Assignmis call ]

Figure 66
Click on LAssigntis esll | tor yafidating your change. The status of the service call changes to
113 m gnw”

Working on a service call

When you are ready to work on aservice call you can click on BEEEEE buitton of the
details page and select “Work on this call”.

Relatedlncident‘ |[ Add... ” Browse.. ]
[ Cancel ] [ Waork on this call ]

Figure 67
to validate status change. New status for this service call is

Click on [ Woark on this call ]
“WorkInProgress”.

Resolving a service call

When the service call isresolved, you can closeit. Click on BEEZZE button of the details
page and select “Resolve this call”. A wizard opensto let you enter either aresolution:




|[ Add... J[ Browse... ]

[ Cancel ] [ Resolve this call ]

Figure 68

Click on [ Resolvethis call | or olosing the incident ticket. Status is now “Resolved”. You
won't be able to change this ticket anymore.

Service call Dashboard

The green menu “ Service Desk”, displays dashboard for service desk module. It help support
organization to track:

Service Cal by type Service call by status

( N k| Service Calls by status
Service Calls by Type :

i

;
&
-
2

-4 A

Figure 69

Service call by Severity Service calls not yet assigned
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o Service Creation
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e —+My cerver New  low 20090525
'1‘,,' Company/Department = 0 % 2 22:11:00

Figure 70

Using Incident management module

The incident management module allows you to manage any incident ticket occurring in your
environment as describe by ITIL best practices.

It allows support agent to create workgroup, and different type of incidents. In order to focus
on most critical issues, they can use different level of severity. They can also easily document
infrastructures impacted and contact to be notified.

A Known Error data base alows to document resolution procedure for recurring issues and by
this way reduces the time to solve them.

Incident life cycle

In order to enforce incident management process, iTop includes alife cycle for incident
object. Moving from one state to another will require some action from support agent, for
example updating action log and resolution code before closing aticket.

Thelife cycleis described in following diagram:

/ Reassign this ticket
I\m assign this ticket work on this ticket

Assigned
k( {Unassigned) d Reassign this ticket

Resolve this ticket Close this ficket

Resolved

Progress

Figure 58

Viewing Incident

“Open Incidents’” menu displays all incident ticket currently open for the selected
organization.
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Figure 59

When you click on A putton you get details for selected incident.

Logged as 'admin’ “%. Your search

Incident: 1-000004

Ticket Ref
Title

Customer
Type

Status
Severity
Starting date
Initial Situation D
Current Situation Customer

Caller —+george combade, com

Impact =

Last update
Next update
= Assignment Count 1
Workgroup —+FLS Desktop
Agent ~+george, dumas @combado, com b
Action Logs

Resolution

Impacted Infrastructures Related Incidents Contacts to Notify

Figure 60

“Impacted Infrastructures’ tab displays all infrastructures impacted by thisincident. This
allows support agent to document how each of them are impacted. Y ou can easily manage
those rel ationships as describe in chapter “Managing relationships’

“Related Incident” tab displays al other incident tickets that are linked to this one. This
allows support agent to regroup alist of ticket with amaster ticket that represent the root
cause of theincident. Y ou can easily manage those relationships as describe in chapter
“Managing relationships’



“Contacts to Notify” tab displays all contacts that need to be kept update during the whole life
of thisticket. You can easily manage those relationships as describe in chapter “Managing

relationships’

Creating incident

There are several ways to create an incident ticket: either using from alist of
incident ticket and selecting “New”, or from the detall page of an other incident ticket and

using and selecting “New”.

A wizard then helps you to create your incident with severa steps:

~

iTop

™|

Search

Logged as 'admin’ . Your search

 Creation of a new Incident

Initial Situation *

iMyﬁrst incident ticket

12008-09-06 11:30 |

Starting date * =
Workgroup * [FLS Natwork |
Severity * [low o
Impacted Infrastructure * | | Add... H Browse..
pe
Figure 61

Y ou can add Impacted Infrastructure by filling corresponding field and clicking on as

; Browse...
many times as you want. Y ou can also use button.
Level of impact of the infra by the related ticket
Selected objects: Available objects:
[Pci3 [PCO& ::
PCiz ‘F'CU? =
Pc1 pCOS |
| PCO9
PC10
PC14
PC15
PC16
PC17
IF'C]B ?,i
Figure 62

Once selected impacted infra, you are prompt to enter the impact



InkInfraTicket attributes

Impact |

Figure 63

Once selected all impacted infrastructure click on to go to next step.
Y ou are prompt to enter if needed ticket related to this one:

-
lTo Logged as 'admin’  “4. Your search
~
(on e ~| | Creation of a new Incident
™ RelatEdTickEtsl || Add H Browse
v
Figure 64

[ Add ]or [ Browse... ]

As for management of impacted infrastructure, you can use either

button to find your related tickets. Then click on

Y ou are prompt to enter other information for the ticket as type, global impact, action logs ...
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Figure 65

Click on once done. A confirmation window opens. Click on Create
IncidentTicket for validating the creation. The details page for the new ticket open

Updating incident
Y ou can update an incident ticket at any time, but fields you can modify depend on status of
the ticket.

Assigning or re-assigning a ticket to workgroup or agent

Click on IEEEZEME button of the details page and select “ Assign this ticket”. A wizard
opensto let you enter either a new workgroup and select an agent.

Workagroup | FLS Desktop ¥

po

[ Cancel J [ Assign this ticket ]

Figure 66

Click on for validating your change. The status of the ticket changesto
“assigned”

Working on an incident ticket

When you are ready to work on an ticket you can click on EEEZE button of the details
page and select “Work on thisticket”.



[ Cancel J [ Waork an this ticket ]

Figure 67

Click on [Werkontisteket | 1 idate status change. New status for thisticket is
“WorkInProgress”.

Closing an incident ticket

When the incident is fixed, you can closeit. Click on button of the details page
and select “Close this ticket”. A wizard opensto let you enter either aresolution:

[ Cancel ] [ Close this ticket ]

Figure 68

Click on for closing the incident ticket. Statusis now “Closed”. You won't be
able to change this ticket anymore.

Incident Dashboard

The green menu “Incident Management”, displays dashboard for incident management
module. It help support organization to track:

Ticket by type Ticket by status
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WorkinProgress
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Figure 69
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Figure 70

Using Change management module

The change management modul e allows change manager, change supervisor and change
implementer to deal with changes occurring in your IT asdescribed in ITIL best practices.

It allows those people to define which infrastructure will be impacted, and who will need to
be notified.
It al'so document outages in advance to inform end users.

Change life cycle

In order to enforce change management process, i Top includes alife cycle for change object.
Moving from one state to another will require some action from change manager, supervisor
or implementer, for example planning a change

Thelife cycleis described in following diagram:

Figure 73

Viewing changes
“Open changes’ menu displays all change ticket currently open for the selected organization
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When you click on A putton you get details for selected change.

% Change: CM-0000004 i A

-
lTop Logged as 'admin’ . Your search Search
AN Orcarizatons

All Crgsnzstions 8|

Ticket Ref

Title

Customer
Change Type
Domain
Reguestor
Change Request
Status

Planned Qutage
Risk Assessment
Last update
Start date
Waorkgroup —+FLS Desktop

management issues

Agent — george, dumas @combedo, com
Supervisor group —+FLS Desktop

Supervisor —+ george, dumas Ecomboda, com
Manager group —+FLS Desktap

Manager —+ george, dumas @comboda, com

e wil install pate
Implementation log
And

Fallback plan

atch
= Impacted Infrastructures Cuntacts to Notify

Figure 75

“Impacted Infrastructures” tab displays all infrastructures impacted by this change. This
allows support agent to document how each of them are impacted. Y ou can easily manage
those relationships as describe in chapter “Managing relationships’

“Contacts to Notify” tab displays all contacts that need to be kept update during the whole life
of thisticket. You can easily manage those relationships as describe in chapter “Managing
relationships’



Creating a new change

There are severa ways to create a changeticket: either using EEEEEDE from alist of change
ticket and selecting “New”, or from the detail page of another change ticket and using

| Actions - JPY selecting “New”.

A wizard then helps you to create your change with several steps:

-
lTop Logged as 'admin' . Your search
A
5 Z Creation of a new Change
Customer® [Deme B
Title * | My first change |
Reason for change * I |
Impacted Infrastructure " || Add H Browse ]
¥
Figure 76

Y ou can add Impacted Infrastructure by filling corresponding field and clicking on as

; Browse...
many times as you want. Y ou can also use button.
Level of impact of the infra by the related ticket
Selected objects: Available objects:
H':C-|3 ]| [PCOE &
|PC12 PCO7 e
PC11 PCOS
PCOS
PC10
PC14
PC15
PC16
PC17
IF'C]S %
Figure 77

Once selected impacted infra, you are prompt to enter the impact



InkInfraTicket attributes

Impact |

Figure 78

Once selected all impacted infrastructure click on to go to next step.
Y ou are prompt to enter other information for this change:

-
].Top Logged as 'admin’ . Your search
#|  Creation of a new Change 5
| 40 Qrganzarons ~
Change Type Routine bt
m Welcome Domai [Desktop ™|
B Configuration ok LEsenD |
Management Reguestor Dumas v|
Creation date =
Last update =
Start date =
Closed Date =
Risk Assessment
Workgroup FLS Desktop %
Supervisor group | FLS Deskiop %
. Manager group FLS Deskiop
' Planned Qutage No | ~
] nt Management
F Change Request
= Change Management
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Figure 79

Once done, click on , you are prompt with a summary window that let you create

your change:

-
lTop Logged & 'sdmin’  “< Your search
A LIedauon ol d new unange &
[MOgarzse: &
Final step: confirmation
u Welcome
® Configuration Ticket Ref
Management Title My first change
Customer —Dema
Change Type Routing
Domain Desktop
Requestor —+ george, dumas @combodo. com
Change Request
Status New (Unassigned)
Planned Outage No
Risk Assessment
Last update
Start date
Workgroup —+FLS Desktop
e Agent —+ george. dumas Geombodo, com
Supervisor group  —FLS Desktop
X . Supervisor —+ george. dumas @eombodo, com
Manager group —FLS Desktop
HManager —+ george, dumas @combodo, com
Implementation log
Fallback plan
J
= ) ]
Terming F




Figure 80

Updating a change
Thelife cycle defined for a change ticket allows you to follow you change management
process.

Validating change
Once theticket created you can validate that the caller is allowed to request this change or

reject it. To do thisclick in details page of the change ticket on and select either
“validate this change” or “regject this change”. A window similar to the following one prompts
you to confirm your choice:

[ Cancel J [ Validate this change ]

Figure 81

Planning a change
Once validated, you have to plan your change. To do this click in details page of the change

ticket on and select “Plan this change”. Y our are prompted by a window asking
you to define the risk, what will be implemented, as well as the fallback plan.

Implementation log

Fallback plan

[ Cancel ] [ Plan this change J

Figure 82



Approving a change
Once a change is planned, you can approve it or not. To do thisclick in details page of the

change ticket on R ond slect either ¢ approve this change’ or “Not approve this
change”. In case you don’t approve it, the change will have to be planned again. Else the
change status is changed to “ approved”.

Implementing a change
Once a change is approved, you can implement it. To do thisclick in details page of the

changeticket on D od solect i mplement this change”. A confirmation window
appears:

[ Cancel J [ Implement this change J

Figure 82
The status of the change ticket is now “implementation”.

Monitoring and closing a change ticket
Once a change isimplemented you can either monitor it, for instance to check that everything

isfine, or closeit directly. To do thisclick in details page of the change ticket on
and select either “monitor this change” or “close this change’. If you decide to monitor it, you
will haveto closeit after.

Change dashboard

The green menu “ Change Management”, displays dashboard for change management module.
It hel ps support organization to track:

Changes by type Changes by status

" ~ f ™~
Changes by type Changes by status

2

Approved

Elzannedscheduled I_.‘.

Implemented

Routine
Mormal
Emergency




Changes by workgroup

Changes by Workgroup

Figure 83

Changes not assigned

Changes not yet assigned

1 object()

LS Desktop —+4 : 2 Planned Change
Ticket Ref Title Customer Status Outage Start date T

o
B enenononns 200 oy
;‘ CM-0000005 |\ orode Demo e

Managed by Workgroup Count

Figure 84

Using Service management module

The service management module allows service manager to deal with the service definition
and provider manager to manage their contract with third party provider.

It allows documenting all services provided by a given provider, and which organization is
using it.

Y ou can also document all your contracts with service providers, which infrastructure are
covered, cost of the service, and contacts managing it.

Service Life cycle

In order to enforce service management process, i Top includes alife cycle for service object.
Moving from one state to another will require some action from service manager, for example
moving a service to production

Thelife cycleis described in following diagram:

Viewing services provided by an organization
“all services” menu displays all services provided by selected organization
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When you click on A button you get details for selected service
iTop

Logged in a5 "admin’ (Administrator) “Yaur search

Support Database - Service modification

Service updated.

Service: Support Database

Name
Status
Provider
Service Category
Type
Status

Description

Figure

Creating a new service

There are several ways to create a service: either using BEEEEE from alist of service and

selecting “New”, or from the detail page of another service and using | Actions . JPRW
selecting “New”.

A wizard then helps you to create your service:
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Figure 88

Once done, click on , you are prompt with a summary window that let you create
your service:

Contract Life cycle

In order to enforce service management process, i Top includes alife cycle for contract object.
Moving from one state to another will require some action from service manager, for example
moving a service to production

Thelife cycleis described in following diagram:

Figure 85

Ends this contract

Mowe to production Ends this contract

Sign this contract

Mew Negociate this contract

Megotiating
Ends this contract

Viewing contract used by a given organization
“al contracts” menu displays all contracts between selected organization and providers.
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When you click on A putton you get details for selected contract

-
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Contract: Support pour Oracle

Name Suy ur Oracle -
Status Nei v
Customer —+Demo

Service —+ Oradla Application support
Provider de

Type Suppart

Description

Team —+ Application support
Service Level Bronze

Cost

Currency Euros

Cost unit Global

Cost frequency

Date of move to production
Date of end of production
Version number

Contacts Documents

Covered Infrastructures

Mo obiect to display.

Click here to create 5 new InfraContractiinks

Terming E S

Figure 87

“Covered infrastructures’ tab displays list of infrastructures covered by this contracts, as well
as coverage window 24*7,5*8 ... You can easily manage those relationships as describe in
chapter “Managing rel ationships’

“Contacts’ tab displays all contacts for this contract and their role. Y ou can easily manage
those relationships as describe in chapter “Managing relationships’



“Documents’ tab displays al documents related to this contract. Y ou can easily manage those
relationships as describe in chapter “Managing relationships’

Creating new contract

There are several ways to create a contract: either using from alist of contract

and selecting “New”, or from the detail page of another contract and using and
selecting “New”.

A wizard then helps you to create your contract:
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Cost [
Currency Euros V_I
Description

Date of move to production | ‘ &E|

Date of end of production [

Type Support v
Version number ‘T
)
Terminé S
Figure 88

Once done, click on , you are prompt with a summary window that let you create
your contract:
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Figure 89

Updating a contract
Y ou can use Modify functionality to change value for attributes, but to move from one state to
another, you have to use life cycle actions availablein | Actions - JRSR)

Negotiating a contract

When you have a new contract, you can move to Negotiating state by clicking on | Actions |
and “Negotiating this contract”

[ Cancel ] [ Negociate this contract]

Just confirm to change to new status.

Signing a contract

Oncein Negotiating state, you can move to Signed state by clicking on and
“Sign this contract”

Cost |
[ Cancel ] [ Sign this contract ]

It ismandatory to fill in service level, cost unit, billing frequency, cost and cost frequency if
not already done. Then confirm to change to new status.



Moving a contract to production

Once signed, you can move your contract to production. Click on and “Moveto
production”

Date of Move To Production |0000-00-00 00:00:00 =l

[ Cancel } [ Move to production J

Move to production date has to be updated. Just confirm to change to production status.

Ending a contract
Once contract is over, you can end it. Click on and “End this contract” .

[ Cancel J [ Ends this contract]

Just confirm to move to finished state. Y ou won't be able to modify attributes anymore.

Service management dashboard

Contract by service level Contracts by status
MNew

H
@
Figure 90
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Contracts ending in 30 days

Mo object to display.
— Click here to create a new Contract




Figure 91

Importing massively data

In order to ease management of Cl and their relationships, iTop is providing a massive data

load functionality that allows users to create any object using csv and excel files.
Thistool can be used for adding or updating objects.

I A | B [ c \ D [ E [ F [ & [ H [ 1 T J ] K | B

1 lEmime Mgmt IP Default Gateway Status Business (OrganizatiLocation  Brand IMadel 0S5 Family OS Version | Serial —
| 2 |domino combado com 1022281 In Production medium 1 2B Power 520 AlX 41 (3452
| 3 |srv10 10.22.28.1 Production Candidate high 1 2/1BM Al 41

4 st 10354 10.22.281 Production Candidate high 1 2 /1B AlX 4.1
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Figure 92

To start massive import, click on “CSV import” menu on the explorer frame. A wizard helps

you to massively load you object.

First step consists in selecting object you would like to load, and pasting data from you csv or
excel document. First lineis used to represent name of the attributes to map those data with.

The wizard will automatically find separator.

iTo

Demo v

Search

Logged as 'admin’  “4 Your search

Bulk load from CSV data / step 1

er Servers

:pkey,}lar:.e,l{gr:.t IP,Default Gat

Status,Business
Madal NE Famide ne

i A e e

Figure 92

Second step consist in validating field mapping. If header was not good in previous step, this
step helps you to define good field value using list. Thetool also select automatically primary

keys for reconciliation, but you can changeit if required.
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Third step displays result for data analysis. The wizard at this level tells you what we be
updated if already stored in database using green color highlight, and what will be created.
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Figure 94

Last step create or update object and summarize what had been done.
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