ITop 0.9
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Don't hesitate to ask question to support@combodo.com
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About iTop

This document describes release 0.9 of iTop. iTop isarobust Open Source web 2.0
application that will help you to better support your IT. Development of iTop started in March
2006 in order to publish on the internet a completely open solution that would help enterprise
to drive ITIL best practices implementation. Goal of the iTop community was to provide an
alternative solution to very expensive solutions sold by standard software vendors.

At the early beginning of the project, the development team was focus on building the most
complete CMDB (Configuration Management Data Base). One key objective was to make it
asflexible asflexible in order to allow administrator to add and remove configuration items
from the data model and manage as many relationships as they want. The development team
also designed a powerful state machine that allows defining life cycle for whatever
configuration itemsin the CMDB.

Realizing that all concepts devel oped within the CM DB can be applied to all other ITIL best
practices, the iTop community decided to extend them to Incident Management, Change
Management and Service Management modules. Then iTop became an IT operational portal
that helps all IT management team to support their environment by:

Documenting IT infrastructures and their relationships (servers, application, network
o)

ocumenting IT incident and planned outages, as well as aknown error database
Documenting al IT services and contracts with external providers

iTop application can be used by different type of profiles:

Help Desk

IT support engineers (1% level, 2™ [evel, 3% level ...)
IT service managers

IT managers

iTop application isrelying on Apache, MySQL and PHP, so it can run on whatever operating
system supporting those applications. It had been tested already on Windows, Linux Debian
and Redhat. Asit isaweb based application you don’t need to install client on user PC. A
simple web browser is enough to useiit.

Licensing

iTop islicensed under the terms of the GNU General Public License Version 3 as published by the
Free Software Foundation. This gives you legal permission to copy, distribute and/or modify iTop
under certain conditions. Read the’license.txt’ filein the iTop distribution.



iTopisprovided ASISwith NO WARRANTY OF ANY KIND, INCLUDING THE WARRANTY
OF DESIGN, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE.

Changes since 0.8

Goal of thisrelease was to make the application more robust and more professional. To
achieve these goals we devel oped new features that are mandatory for such application and
we fixed alarge number of bugs. Just remember that some of the improvement depends on the
new data model provided with release 0.9. So if you keep former one, you may have some
bugs not fixed. We aso underline the fact that the new data model is not compatible with the
one you currently have. So we recommend you to check “Migration” chapter in Administrator
guide to use the best practice to migrate.

New features

Notifications:

This version introduces the capability to generate fully customizable eMail notifications.
Thisis achieved viatwo new type of objects: triggers and actions. Triggers define when
aparticular notification must be sent. Actions define the recipients of the notification
aswell as the content of the eMail message.

Have alook at the "Notifications" menu item (admins only) for how to configure the
notifications.

Note that the notifications shipped by default with the application have been set to 'disabled'
so that no

email get sent out in case you load the sample data that contains several tickets.

To enable them go to the "Admin" menu "Notifications', then in the tab "Actions' open the
action

that you want to enable and modify its status to "production”.

Documents:

The "document” object now contains afield to upload binary documents. The application
automatically keeps track of the history of the document (i.e. each version is recorded in the
database).

Such documents are stored as "blobs" in the database.

Some type of documents can be displayed online directly (images, HTML, PDF...) some
others

can only be opened in anew window, or saved to the user's disk.

SOAP Web service:

This release introduces aformal SOAP web service to create an incident ticket.

The WSDL describing this web service is located at:
http://<your_server_and_port/webservices/itop.wsdl.php

Right now the web service has been tested using a PHP client and the Eclipse/Java web
Services tester.

We are planning to add more capabilities to the web service in the next rel eases.

Check the PHP client example available with thisrelease in:
/webservices/itop.soap.exampl es.php

Truncated lists:
When the result of aquery returns along (limit is configurable) list of objects,



the display is truncated to speed up the whole display, with alink to open the full list.

Bug fixed

All our bugs are track on sourceforge: http://sourceforge.net/apps/trac/itop/report/1. This
current releaseis fixing 11 critical bugs:

#15 major enhancement M anage documents

#17 major enhancement User right management Ul

#28 major defect Import CSV failing

#29 major defect Search in object details page

#31 major defect Wrong HTML display in export CGlI

#38 major defect Content of Tabs not displayed on Reload

#42 major defect Issue with IE6 and |IE7

#48 major defect Change tracking for user object class wrong

#52 major defect issue when displaying details for InkInfraError object
#53 major defect Global search aways displays organizations

#58 major defect issue with HTML format in export.php

#59 major defect Modification of an object with an external key fails
#60 major defect Modification of Service Calls does not work on |E
#65 major defect Incorrect handling of localized characters (like accented

characters é 3, etc.)

#67 major defect Misleading message when Flash is not installed

#43 minor defect Enter/Cancel keypress closes the dialog

#44 minor defect Mandatory field without option - various symptoms
#49 minor defect Grant matrix not reflecting changes in the user profile
#62 minor defect Could not create new object Person in abulk load
#47 minor enhancement Split is deprecated.

Current limitation

Release 0.9 is not supporting:

Installing iTop

Creation of new user profile.

Delete All functionality for alist of object.

Cloning an existing device. This feature has been disabled for the moment

as it was not working properly.

Update All for n/n relationships.

A lifecycleis not defined for all Cl. Only for incident tickets and change tickets.
Localized characters (like accented letters) are not supported for the moment in eMail

notifications

Software requirement
iTop is based on the AMP (Apache/ MySQL / PHP) platform and requires PHP 5.2 and
MySQL 5.


http://sourceforge.net/apps/trac/itop/report/1
http://sourceforge.net/apps/trac/itop/ticket/15
http://sourceforge.net/apps/trac/itop/ticket/17
http://sourceforge.net/apps/trac/itop/ticket/28
http://sourceforge.net/apps/trac/itop/ticket/29
http://sourceforge.net/apps/trac/itop/ticket/31
http://sourceforge.net/apps/trac/itop/ticket/38
http://sourceforge.net/apps/trac/itop/ticket/42
http://sourceforge.net/apps/trac/itop/ticket/48
http://sourceforge.net/apps/trac/itop/ticket/52
http://sourceforge.net/apps/trac/itop/ticket/53
http://sourceforge.net/apps/trac/itop/ticket/58
http://sourceforge.net/apps/trac/itop/ticket/59
http://sourceforge.net/apps/trac/itop/ticket/60
http://sourceforge.net/apps/trac/itop/ticket/65
http://sourceforge.net/apps/trac/itop/ticket/65
http://sourceforge.net/apps/trac/itop/ticket/67
http://sourceforge.net/apps/trac/itop/ticket/43
http://sourceforge.net/apps/trac/itop/ticket/44
http://sourceforge.net/apps/trac/itop/ticket/49
http://sourceforge.net/apps/trac/itop/ticket/62
http://sourceforge.net/apps/trac/itop/ticket/47

Getting required software on Debian:
Apt-get install apache
Apt-get install mysql
Apt-get install php

Getting required software on Redhat:
Yum install apache

Yum instal mysql
Yum install php

Download iTop package
Latest version of iTop isrelease 0.9 Y ou can download it on source forge:

wget http://sourceforge.net/projects/itop/files/itop/0.9/i Top-V0.9.zip/download

Y ou can also browse source forge web site to view all release:

http://sourceforge.net/proj ectsitop/files/

Install iTop

1. Make surethat you have a properly configured instance of Apache/PHP running

2. Unpack the files contained in the zipped package in adirectory served by your web
server.

3. Point your web browser to the URL corresponding to the directory were the files have
been unpackaged and follow the indications on the screen.

For instance http://myserver, or http://myserver/itop/ if you have created a
dedicated alias for iTop application

As amatter of fact, iTop package provides a step by step wizard to install the application.

First step is checking all prerequisites for MySQL and PHP, and lets you enter information to
access the MySQL database (server, user and password). MySQL user needs to have root
privileges.

The data base can be installed either on the same server or can be aremote host if you prefer
to have atwo tier architecture, or reuse an already installed instance of MySQL.


http://sourceforge.net/projects/itop/files/itop/0.9/iTop-V0.9.zip/download
http://sourceforge.net/projects/itop/files/
http://myserver/
http://myserver/itop/

iTop configuration wizard

Checking prerequisites

\-// The current PHP Version (3.2.0) is greater than the minimum required version (5.2.0)

2 4
\/ Required PHF extension(s): iconv, mysgl, simplexml.

Step 1: Configuration of the database connection

— Database connection
Server name™! |E.g. Tocalhost”, "dbserver.mycompany.com” or "192.142,10.23",
User name™: | |

Passward:

Termine

Figure 1

Second step lets you create the database for iTop. Y ou can either choose an existing one, or
Ccreate a new one.

Y ou can aso decide to prefix al iTop tables with agiven name. Thisis useful when you want
to run severa instances of iTop with the same data base.

iTop configuration wizard

Step 2: Database selection

\/ Connection to 'localhost' as 'itop' successful.

\/ Current MySQL version (5.0.27-community), greater than minimum required version {5.0.0)

— Specify a database™

O information_schema
O itops

O itopvis

O mysgl

O netemdb

2 schooleo

O Create a new database:

Add a prefix to all the tables:

<< Back ] [ MNeaxt ==

Terminé

Figure 2




Third step lets you define administrator login for accessing the application. Don't forget user
login and password, as they are required to access the application.

Creation of the database structure
O Creating the structure in 'itop' (prefix =").
\"-/ Database structure created in 'itop' (prefic="").

Step 3: Definition of the administrator account

— Administrator account
Lagin™:
Password™:

Retype password™:

<< Back ] [ Mext ==

Terming

Figure 3

Forth step lets you decide if you want to create sample data for testing purposes. Thisisvery
useful first time you install iTop. If you select “No”, database will be empty and you will have
to load data by yourself.

Creation of the administrator account

\'-// Administrator account 'admin' created.

Step 4: Loading of sample data

— Do you want to load sample data inta the database ?

(® Yes, for testing purposes, populate the database with sample data.

O No, this is a production system, Twill load real dats mysalf,

<<Back ] l Finish

Termine

Figure 4



Congratulation, installation is successful and you just have to play with iTop now !

iITon confiauration wiz=ard

Configuration completed

\-/ The initialization completed successfully.

[ << Back J I EnteriTop

[ << Back ] { EnteriTop |

Figure 5

Changing configuration option

Configuring short list display

Short lists are used to limit number of item displayed in alist when it istoo long. By default a
short list is displayed as soon as there are more than 15 objects. This value can be changed by

modifying “max_display_limit” in config-itop.php.

The number of object displayed in ashort list is defined by another variable in config-itop.php
“min_display_limit”. Be careful to not set atoo high value.

Configuring size of document upload

The maximum size of document you can upload is limited by “upload_max_filesize” in
php.ini and “max_allowed_packet” in mysgl.conf. Thislatest value has to be alittle bit biger
than upload_max_filesize. During installation, setup script checks both variables and raise
warning in case thereis an issue.

If you want to change the maximum size of document you have to modify both and make sure
they are coherent.

Once done you have to restart your web server and mysqgl.

Migrating from previous version 0.8

The release 0.9 data model is not compatible with former one. So you may encounter
inconsistency issue between this one and your current database.
In order to migrate, you have two options:



e Either you keep your current data model and so won’'t get benefits from new
one.

e Or you export your current datain csv files, in order to re-import them later in
your new installation of release 0.9

Keeping 0.8 data model.

If you choose this option, just unpack from tar installation all directories except “business’ at
the root of your previous installation.

Exporting & re-importing data

If you choose this option, you have to use export function for each type of objects, in order to
save your datain csv files. Once done, you can install new release 0.8 using a new database.
Once done, you can re-import you object using “csv import” functionality. Be careful, you
need to make sure that attributes for your objects are still valid, and you need also to check
pre defined values are still the same for enumerated list. For that compare former data model
with new one for each type of object. For this, you should look at “viewing data model”
chapter in this documentation.

In case you encounter issues, you can ask support at support@combodo.com

iITop common usage

Starting iTop

To useiTop, you just need asimple web browser and enter the following URL.:
http://yourserver or http://yourserver/<itop alias> if you have created a particular
apache alias for the application.

User is prompt to enter hislogin and password.

AT Al =im ~ o 5N = |
ZWwelcome o 11op!

o o m

Flease identify yourself before continuing.

1 lear Blamas
LISEr Name:

Password:

Figure 6
Depending on its profile, the user has more or right to use the application, but this topic will

be discussed later in “User Management” chapter.
Once authenticated, the user accesses the main iTop page.
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http://yourserver/
http://yourserver/<itop

Logged in as 'admin’ {(Administratar) “% Yoursearch

B Welcome

B Configuration Management

L= ,Fi Welcome to iTop

iTop is service provider oriented, it allows IT engineers to manage easily
multiple customers or organizations.

iTop is a complete, OpenSource, IT Operaticnal Portal.

lanagement

It includes:

* A complete CMDB (Configuration management database) to document

and manage the IT inventory.

« An Incident management module to track and communicate about all

issues occurring in the IT.

» A change management module to plan and track the changes to the IT

.

environment.
A known error database to speed up the resolution of incidents.

* An outage module to document all planned outages and notify the

appropriate contacts.

« Dashboards to quickly get an overview of your IT.

All the modules can be setup, step by step, indepently of each other.

iTop, delivers a feature-rich set of business processes that:

« Enhances IT management effectiveness
= Drives IT operations performance
o Improves customer satisfaction and provides executives with insights

into business performance.

iTop is completely opened to be integrated within your current IT
Management infrastructure.

Adopting this newvs generation of IT Operational portal will help you to:

® Better manage a more and mare complex IT environment.
* Implement ITIL processes at your own pace.
* Manage the most important asset of your IT: Documentation.

1t

m Change Management

My Service calls My Incident tickets a

Figure 7

This main page is divided in three parts:

e Left menu (also called explorer menu) to access item from each module (CMDB,
Incidents, Changes, Services and contracts)

e Main frame on theright displays list of items from selected module, or details for a
given item.

e Top frameto use globa search function, and display login information

Managing users

ITop provides a user management module allowing you to assign users with one or severa
predefined profiles. Thus you can restrict access to you operational portal, and allow user to
modify only objects they are allowed to. Y ou can also define action they are allowed to
perform. For instance, a change approver is not allowed to create a change, but just approves
it.

In the current version, profiles are predefined, so their modification requires assistance of an

iTop consultant.

Viewing Profiles

Under “Admin Tools” menu you can use profile sub-menu to access those profiles, and see
corresponding responsibilities. Following window appears:

11



'T'ﬂn

All Grgsrizations 1|
m Welcome

® Configuration
Management

+ Contacts

Configuration Ttems

All Applications

9 object(s)
Name

Administrator

@ g

Change Approver
Change Implementor
Change Supervisor
Configuration Manager
Delivery Manager France

Service Desk Agent

Description
Has the rights on éverything (bypassing any control)
Pereon who could e impacted by some chariges

Person executing the changes

Person respansible for the overall change execution
Person in charge of the documentation of the managed Cls
Persans in charge of the operations for French customers

Pereon in charge of creating indident reports

Service Manager

Person responsible for the service delivered to the [internall customer

SR RTRGRCRG RS

roUpNg — Support Agent

v Audit

PBerson analyzing and solving the currentinddents or problems

Change Management ol

Figure 8

When you click on A button you get details for selected profile.

Logged in as "admin’ {Administrator} “L Your search

iTop

| An gz

~profile: Gmnsa'hmrmmr
+ st modified on 2009-09-19 11:24:56 by admin.

Hame Change Approver
Description Person wha could be impacted by some changes

T veers R

‘persans having this rale

¥ Contacts

b Persons
¥ Teams

» Configuration Items
All Appiications
Al Circuite

Al Interfaces 2 object{s)

All Network devices

all Patches Reason

All
e 53] e

All Servers

All Subrets @ Sy
Groupmig =
Audit

Locations

Document

—toreg

—kverng

B Service Desk
¥ My Service calls
» Open Service calls
B Incident Management

b My Inddents
* Open Incidents
¥ Closed Incident

Figure 9

Thetab “Users’ list all users having this profile.
Thetab “Grant matrix” displays all objects and actions allowed for this profile.



iTop

| A Crgsnist v

Welcome
m Configuration
Management

Change Management

Hame Change App

Logged in as "admin’ {Administrator}

Description Person who could be impacted by some changes

m Grants matrix

« Your search

Class Read Bulkread Write Bulk write
Organization ¥Es yes no no
Object yes yes no na
Contact yes  yes no o
Person yes  yes no no
Team ¥es  yes no no
Teamslinks ¥ES Yes no no
Document yes yes na no
DocumentVersion yes ¥es ¥ES yes
DocumentsL ¥es  yes yes yes
Contactslinks yes yes no no
Infra yes yes na ne
Con yes yes no no
Location yes yes no ne

yes:  yes no no
Intes yes yes no no
Subnet yes  yes no o
Device ¥8S  yes no no
PC ¥es  yes no no
Server yes yes no ne
Network Davice yes yes no no

Stimuli

13

Viewing users

The menu “User logins’ under “Admin Tools’ one, allows you to see al logins defined for

you iTop instance.

Figure 10

Change Managemant

Logged in as ‘admin' (Administrator)

Search
4 object(s)
First name
;] My first name My last name
7| bob Greg
;l‘ Jules Verne
@l Jules Verne

“« Your search

Last name

Login
admin

oreg

vermne

verme

When you click on A putton you get details for selected login.

Figure 11
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Logged in as ‘admin' {Administrator) S Your search
F ||
s [ Actions |
Contact (person) — Greg
First name bab
Email om
Login e
roles, granting rights for that person
2abjectts)
Reason Profile
=) Lser —+Chanige Approver
=] user —+ Service Desk Agent

A user login is always linked to a contact stored in the CMDB (See Using CMDB modulein
iTop user guide). Prior to create alogin you have to make sure that the user is documented as
acontact in the CMDB.

Thetab “Profiles’ list all profilesthat are linked to this user.
Thetab “Grants matrix” display rights allowed for this user. It is the merge of all rights
corresponding to associated profiles.

-
lTop Logged in as 'admin’ (Administrator} “ Your search
- es  yes

Figure 13
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Creating a user

To create anew user you just haveto click on “New” in action drop down list, from either
user list or agiven user detail. Following wizard then appears:

Creation of a new user

Contact (person) | Hugo hd

Login |hugo |
Password |||||| |

Profiles | | A

Browse...

Gacv | Next»> || Finish |

Figure 14

To add profiles to this user you can either fill the profilesfield if you know the profile and

click on 99 | or click on button [ Browse... ] 11 the second case, you will use following
wizard to select profiles you want to assign to user

explain why this person may have this role

Selected objects: Available objects:

Service Desk Agent

Administrator

Change Approver
Change Implementor
Change Supervisor
Configuration Manager
Delivery Manager France
Service Manager
Support Agent

Figure 15

Once profiles are added to the user, click on . A confirmation window appears.

Click on to validate creation of this new user.

15




Updating user profile
Y ou can add or remove permissions to a user by managing profiles heislinked to. Use

button on top right corner of alist of profiles assigned to auser. Use “Add” to
add anew profile, or “Manage’ to modify or remove one.
When you click on “Manage”, following wizard appear:

Manage profiles linked with user: hugo

|:| Reason Hame Description

O |ro|e | Service Desk Agent Person in charge of creating inddent reports

Figure 16
Y ou can change the reason why the user has this profile, or Remove this profile. Be careful,
make sure the user has at least one profile.

If you click on “Add profiles’, following wizard appears. It is the same has the one you get
when you click on “Add” in BEEEEE button list.

Add profiles to user: hugo

Simple Search OQL Query

Search
.l Name Description
¥ '3?3! Administrator Has the rights on everything (bypassing any control)
] @ Change Approver Person who could be impacted by some changes
1l @ Change Implementor Person executing the changes
) Q Change Supervisor Person responsible for the overall change execution
E @ Configuration Manager Person in charge of the documentation of the managed Cls
.l 'y_-*! Delivery Manager France Persons in charge of the operations for French customers
B ﬂ Service Desk Agent Person in charge of creating incdent reports
5 ervice Manager erson responsible for the service defivere e [Internal] customer
O B servicem P ble for th delivered to the nternal]
|:| @ Support Agent Person analyzing and solving the current incidents or problems

Figure 17

Usethe ﬂ] button to look for profiles, select the ones you want to assign to user, and
click on . Profiles are then assigned to user.

Managing Organization
Organizations are used in iTop to group object into silos. Only administrators can add or
remove organizations.

16



Adding an organization

To add an organization, you haveto click on “Universal search” menu. It displaysthe list of

existing organization.

-
lTop Logged in as 'admin’ {Administrator} ““Yoursearch
Al Select the dass to search: | Organization .
[ My Company/Department m
4obiectls)
Hame Status Parent
5] Demo implementation
) France Telecam oroduction
B My Company /Department implementation
53] Crade production — Orade
s

Figure 18

Then click on and select New. Y ou just have then to fill following form

iTo

[ 22 Organizatons ¥

Logged in as ‘admin' (Administrator) “.Your search

~
Creation of a new Organization

Hame
Code

® Welcome
B Configuration
Management

New organization |

newcode |

Status |implementation |

Parent | - selectone - ¥

B Service Desk

Figure 19

Updating an organization

To add an organization, you haveto click on “Universal search” menu. It displaysthe list of
existing organization.

17




A Select the dass to search: | Organization M

adefned

iR RG]

Figure 20

Click on 2 to see details for selected organization. You can then click on | Actions . JPRW
Modify to change values for organization’ s attributes.

Managing Notification

In this new release of iTop, anotification system isintegrated with life cycle of any object if
exist. This alows you to define e-mail notification rules when a given class of object enter or

leave a given state, or when we create a new object.

The notification mechanism is divided in two parts:
e Triggersthat define when mail notification is executed and for which type of object
e Action that define how the mail is formatted

Y ou can like several actions to agiven trigger. The same action can be linked to severa
trigger.

The menu “Notification” displays following window:

18



Logged in as 'admin’ {(Administratar) “% Yoursearch
~ ~
= P Configuration of the Notifications E
- Help
In iTop the notifications are fully customizable. They are based on two sets of objects: #riggers and actions. 7
Triggers define vwhen a notification will be executed. There are 3 types of triggers for covering 3 differents phases of an object life cycle:
1. the 'OnCreate’ triggers get executed when an object of the specified class is created
2. the 'OnStateEnter' triggers get executed before an object of the given class enters a specified state (coming from another state)
3. the 'OnStatelLeave' triggers get executed when an object of the given class is leaving a specified state
oS be potiory i : o : oo cons e
To be executed, actions must be associated to triggers. When associated with a trigger, each action is given an 'order' number, specifying in which order the actions
are to be executed.
i Servie o Available Triggers
When an object is created When an object enters a state When an object leaves a state
. t | Actions ]
v
Figure 21
The“triggers’ tab displays all created triggers, and the “Actions’ tab displays all Actions
Creating an action
Before creating atrigger, you need to define at least one action. It is akind of template for
formatting e-mail to be sent.
To create anew action, go to action tab and click on “New” in action drop down list. The
following wizard appears:
-
lTop Logged in as ‘admin' (Administrator) «Your search
A

- m

email notification: Incident Notification to a Workgroup

Hame
Description
Status

Test recipient
From
Reply to

To SELECT bizTeam AS t JOIN bizWorkgroup AS w ON w. team _id = t.id WHERE w.id=:this-=workgroup_id

cc
bee
— subject

Sthis—>name()s, severity Sthis->severity$ has been assgned to the warkgroup Sthis->workaroup_names

importance  normal

Related Triggers

Triggers linked to this action

Figure 22

Y ou haveto define at least afrom e-mail address, and define to whom you want to send mail.

The from e-mail address has to be avalid one, else your smtp server will refuse it.
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InTo”, “Cc”, and “Bcec” field you can use OQL query to define alist of target e-mail. Thislist
asto return alist of object containing an e-mail attribute:

e Contact

e Person

e Team

For instance To: SELECT bizPerson WHERE name LIKE * John’
If the return list is empty no mail is sent.

The subject field is as well mandatory.

The body is the text sent. It can use HTML tag for formatting. Y ou can also use attributes of
the object that will trigger the action. The syntax to be used is $this->attribute$.
There isas well to specific attributes:

$this->name()$ is the name of the concern object
$this->hyperlink()$ is a url to access the concern object

By Default importance of the mail is“normal”.

The 0.9 release provides 3 actions, but you have to update from field with avalid e-mail
address.

To test anew action, you can use the status “Being tested” and “ Test recipient” with atest
address. In that notification will be sent to this later address. Once validated don’t forget to
change the status to “In Production”.

If you want to de-activate an action, just set the status to “Inactive’.

Creating a trigger

Once you have actions defined, you can create triggers. Y ou can define three types of triggers:
e When anew object is created
e When an object enter in agiven state
e When an object leave a given state

To create anew trigger, click on “New” in action drop down list for the given category in
“Trigger” tab. The following wizard open:

20



Logged in as 'admin’ (Administrator) “Yoursearch

A
Creation of a new Trigger on object entering a state

Description | |

Triggered actions | | [(Browse.. |

Target class v

State [ |

Figure 23

For each trigger you have to define the class of object to which thistrigger is applicable and
the concern state.

Then you have to select associated actions using “browse” button.

= We strongly encourage you to test triggers and actions before moving them to
production. As amatter of fact, it isalways difficult to understand why e-mails are not sent.
Y ou can use menu “Application log” where al notifications are track to check if amail had

been triggered. Details of each log event describe what happen with a given notification. So
you can easily troubleshoot in caseit isfailing

Logged in as 'admin' (Administrator) «Your search

10 abject(s) displayed out of 35 — Display All [ Actions -

date Class message

00

PP PP PR

Figure 24
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If you are running iTop on Linux server, you need to make sure that php.ini file contain
following line:

sendmail_path =" /usr/sbin/sendmail -t -i"

If you are running iTop on Windows server, you need to make sure that php.ini file
contain following line:

SMTP = <smtp server>
smtp_port =25

In order to test mail notification we create page http://<itop server
location>/setup/email.test.php it alows you to test mail sending and check prerequisites.

iTop email test
Checking prerequisites

“I™ Your SMTP server is configured to 'localhost’. You might want to set or change the 'SMTP'

= directive inta php.ini

Your SMTF port is configured to the default value: 25. You might want to set or change the
'smip_port' directive into php.ini

\-7 FHF settings are ok to proceed with a test of the email

Try to send an email

r—Test configuration

To*: gpure email address (john. foo@worldcompany . com)
Fram: Edefaults to To'
Figure 25
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Viewing data model

Y ou can view current data model used by iTop application by clicking on menu “Data
Model”. Following tree explorer allows you to navigate through each class of object.

A Eicategory bizmodel
My Company/Degarimant | Organization

=
iTo S i e Cvairsesich

<

Figure 26

When you click on object link, you get details for a given class.

-
ITOP i i ) o—
~

bizIncidentTicket

Incident ticket

Class Hierarchy

Attributes Search criteria Referencing classes Related classes Lifecycle

Allowed Values

Figure 27

“Attributes’ tab displays al attributes for this class.

“Search criteria” tab displays all attributes you can use in search engine.
“Referencing classes’ tab displays classes having areference to current one.
“Related classes’ tab displays classes related to this one via externa key.
“Lifecycle” tab displays lifecycle workflow graph and information.



Running Object queries

The menu “run queries’ allows you to test OQL queries (See OQL reference guide).
It includes as well some predefined queries to be used as examples.

==l === = =] =] =] =
ol le||lelle||lo||o||e]|e]|c]|]|o
BRI IR 12 LR FE 1R 1R &

Figure 28

Managing Audit

In the current version Audits are managed directly in the database, so it is recommended to
ask an iTop consultant to configure them on your behalf.

Rules are stored in priv_auditrule and priv_auditcategory tables.

Thetable priv_auditcategory defines rule categories. A rule category defines list of objects
that are concerned by associated rules. For instance all devices that are on production.
Thetable priv_auditrule defines the rule that need to be check for a given category. For
instance “We don’t want to have devices on production located on a Site in implementation”.

Y ou need to make sure that for a given audit category, rules applies for a same class of object.
For instance, you cannot have an audit category applicable for devices, that check rules on
Sites.

Managing Dashboard
Dashboards are defined as web page stored in the iTop database. In version 0.8 thereisno Ul
to edit them. So for adding new graphics you have to edit manually databse.
They are linked to menu definition which is stored in table priv_menunode . Only 4 menus are
linked to dashboard:

e Configuration Management

e Incident Management

e Change Management

e Service Management
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Thus only those menus can be modified, else you may break behavior of iTop application.

Dashboards are in fact html tables containing itopblocks. So if you need to add new graphics
you just have to add a new cell in the table containing an itopblock.

An itopblock is the combination of an OQL query, a grouping criteria and atype of graphic.
There are 3 types of itopblock:

e Bar chart
e Piechart
e Digplay list

Syntax for an itopblock:

<itopblock BlockClass="DisplayBlock" objectclass="class of object” type="type of graphics"
parameters="parameters for graphic" asynchronous="false" encoding="text/ogl">0OQL
guery</itopblock>

Class of object corresponds to type of object your are interested in data model
(bizIncidentTicket, bizServer ...)

Type of graphics corresponds to the way you want to display results: count for table or
open_flash_chart for graphics.

Parameters for graphic correspond to information for defining a graph:
e chart_type:pie;group_by:<object attribute to use for group by>;chart_title:<Title> for
pie chart
e chart_type:bars;group_by:<object attribute to use for group by>;chart_title:<Title>
for bar chart
e group_by: :<object attribute to use for group by> for tables

OQL isthe query that list of object we would like to include in this dashboard. See OQL
reference guide for more details

Following is an example of menu definition for “Incident Management” menu:

<style>

.dashboard {
vertical-align:top;
width:50%;

border:1px solid #000;
-moz-border-radius. 10pXx;
padding:5px;
text-align:center;

}
</style>

<p style="text-align:left; font-family:Verdana, Arial, sans-serif; font-size:24px;" >Incidents Overview</p>
<table border="0" padding="5">

<tr>

<td class="dashboard">

<itopblock BlockClass="DisplayBlock" objectclass="bizIncidentTicket" type="open_flash_chart"
parameters="chart_type:pie;group_by:type;chart_title:Incidents by Type" asynchronous="false"
encoding="text/oql">SELECT bizlncidentTicket</itopblock>

</td>
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<td class="dashboard">

<itopblock BlockClass="DisplayBlock" objectclass="bizIncidentTicket" type="open_flash_chart"
parameters="chart_type:bars;group_by:ticket status;chart_title:Incidents by status' asynchronous="false"
encoding="text/oql">SELECT bizlncidentTicket</itopblock>

</td>

</tr><tr>

<td class="dashboard">

<p style="text-align:left; font-family:Verdana, Arial, sans-serif; font-size:16px;">Incidents by Workgroup</p>
<itopblock BlockClass="DisplayBlock" objectclass="bizIncidentTicket" type="count"
parameters="group_by:workgroup_name" asynchronous="false"

encoding="text/sibusgl">bizl ncidentTicket</itopblock>

</td>

<td class="dashboard">

<p style="text-align:left; font-family:Verdana, Arial, sans-serif; font-size:16px;">Incidents not yet assigned</p>
<itopblock BlockClass="DisplayBlock" objectclass="bizIncidentTicket" type="list"
parameters="dashboard:true" asynchronous="false" encoding="text/sibusgl">bizlncidentTicket: ticket_status =
'New'</itopblock>

</td>

</tr>

</table>

Managing DB backup

All iTop data are stored in MySqgl database. So we recommend you to set up backup policy
for your database.

Y ou can use for instance phpMyAdmin to do so.

We recommend you to do it frequently in order to not loose data modified by iTop users.

Integrating with other application

How to export data out of iTop

A set of objects can be exported by the mean of aweb service (could be scripted)
Simply call /pages/export.php?format=xml & expression=0OQL
(format=csv isaso available)

Using wget, this would give the following command line:

wget --header="Content-Type:application/x-www-form-urlencoded" --post-file=./login.txt -O
"export.txt" http://<server>/webservices/export.php?format=csv& expression=...

Option —O return result in file export.txt

Format for file login.txt should be:

operation=login&auth_user=<your user>&auth_pwd=<your password>&foo=1

The set of objectsto be exported is defined in an OQL query.

OQL stands for Object Query Language. The OQL syntax isvery closeto the SQL.

The main differences between SQL and OQL are:

* No FROM clause: an OQL query always return a set of objects of agiven class

and the user will never specify the expected columns, because the OQL
interpreter retreives thisinformation from the Data Model.
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* JOINS: simply specify "JOIN" and the interpreter will determine for you if an
INNER JOIN or an OUTER JOIN should be performed, based on the definitions of
the Data Model.

OQL Examples:

Get all the contacts
SELECT bizContact

Get all the persons (note that a person is contact also, but it has more
attributes to be exported: first_name and employee _number)

SELECT bizPerson
Get the WAN circuits provided by "Foo Telecom”

SELECT bizCircuit JOIN bizOrganization ON bizCircuit.provider_id = bizOrganization.id
WHERE bizOrganization.name = 'Foo Telecom'

Get the WAN circuits providers

SELECT bizOrganization JOIN bizCircuit
ON bizCircuit.provider_id = bizOrganization.id

(In this example we have just inverted bizCircuit and bizOrganization ; yes the order matters,
thefirst class specified is the expected class)

How to import data in iTop

A web service alows you to write a script to enter new data, or refresh existing
data. This can be helpful for theinitial load or to schedule a daily synchronization
of the data coming from an external data source - could be another application,

an automated data collector, €etc.

/webservices/import.php?class=bizOrgani zation& csvdata=<multine-
csv>[ & separator=<char>]

Note that this service emulates the functionality provided by the interactive
bulk load: /pages/import.php

csvdata must be posted, thefirst line will contain the codes of the attributes

to load, the first column is always used as the reconciliation key

- should be unique, as it determines if the object needs to be updated or created)
If not specified, the separator defaultsto ;'

The answer is given in asimple html format, explaining what has been done for each row of
data.

Example:
A script that creates a company called "Food and Drug Administration” (code FDA).
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wget --header="Content-Type:application/x-www-form-urlencoded" --post-file=data.txt
http://<yourserver:port>/webservices/import.php?class=bizOrganization

with: data.txt containing the following text

auth_user=<username>& auth_pwd=<pwd>& operation=login& csvdata=name;code
Food and Drug Administration;FDA
Combodo;CBD
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